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Moving from Cyber Risk
Awareness to Active Risk
Mitigation for Mission
Planning
Military commanders are regularly given detailed
information about the cybersecurity risks to the
information systems that support their state of
mission readiness — based on known
vulnerabilities, threat intelligence, and other factors.
This improved sense of awareness is helpful in the
overall risk management process, but the next step
— providing actionable insight — is really what the
commanders need to make the trade-offs and
resource decisions that impact readiness.
Unfortunately, commanders typically have little
insight into how a given cyber risk might affect
mission execution. What happens, for example, if a
particular information system — or even a
component of a system — is degraded or disabled
by a cyberattack? Which mission-essential tasks
(METs) will be affected, and in what ways? How
will a unit’s overall warfighting capability be
affected? Lacking this critical insight, commanders
struggle to decide which cybersecurity risks are
more important than others, and therefore should
be dealt with first.
No military organization has the resources to
eliminate every security risk — but without visibility
into the critical dependencies and connections
between information systems and mission
objectives, how do commanders know what
trade-offs to make? Is it necessary to take a system
offline (and therefore disable an operating unit) to
fix a newly identified security vulnerability in a
particular system, or can the organization get by
with a quick and inexpensive patch? Commanders
need to know the full scope of cybersecurity risks
to the mission to make that kind of decision. But
this requires insight they often simply do not have.
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To protect information systems, risk management
framework (RMF) constructs have been created
and proliferated across the DoD. These frameworks
are essential parts of a system-based security
effort. The framework’s focus on the five critical
elements of cybersecurity — Identify, Protect,
Detect, Respond, Recover — is tailored to
maximizing the performance of the IT systems,
and it does an excellent job of that. But the
information system is part of an overall mission
system, so the impact of the actions taken, and the
impact of those actions across the five elements,
must be understood with respect to other mission
elements. If those responsible for the overall
mission don’t fully see the connections, an
accurate assessment of readiness cannot be made.
This does not reflect any deficiency in the RMF
process itself, but rather arises from the
frustratingly opaque interconnections of systems
and missions.
The lack of visibility has other cascading effects
— for example, it makes it difficult for risk
managers and cybersecurity operations teams to
align their scanning and other tools with mission
objectives. Those tools already tend to reside in
isolated silos, due in large part to the current
acquisition process — different organizations
purchase their own tools, usually for piecemeal
applications. As a result, risk managers and cybersecurity operations teams may not be relying on
the same data and can end up working at cross
purposes.
Solving this problem requires that the two groups
see the benefit of more closely collaborating with
one another, and of fully integrating their tools and
data. But without a shared view of how their
activities support mission execution, it can be
difficult for the two groups to find common
ground.

Limitations of Current
Efforts to Better
Understand Mission Impact
Many defense organizations recognize the
challenge of moving from cyber risk awareness to
actionable insight for mission planning and are
taking steps to more closely map their information
systems to mission tasks. However, current
approaches typically bring only limited
improvement. One common method is an “expert
judgement” process, in which information systems
teams and mission planning teams are asked about
how various systems and mission tasks are
connected and attempt to capture the mapping
through a manual process. But the connections are
often so numerous, and so hard to pinpoint, that
the system and mission teams can rarely get the
full picture — only narrow slivers of it.
What makes the mapping effort even more
daunting is that because information systems and
mission planning have developed in separate
spheres, they don’t share a standardized approach
or technical language. This can make it difficult for
system teams and mission teams to fully
understand each other’s requirements and
challenges. The manual mapping does little to
break down this barrier — it offers no practical way
for the two perspectives to come together.
There are other significant drawbacks to the “expert
judgement” approach. The views offered by the
systems and mission teams are snapshots in time,
rather than part of a continuous process that
factors in today’s rapid changes in technology,
DoD missions, and cybersecurity threats. And, the
manual process is notoriously slow — it can take
months to try to map out how a single information
system supports various mission tasks. By the time
an assessment has been completed, it might be
too out of date to be of much value.

The rudimentary mapping may be able to identify
the connection between a system component and
a mission task, but that doesn’t necessarily provide
the insight needed to prioritize cybersecurity
resources.
Faced with these challenges, defense organizations
are making only incremental progress in providing
commanders with visibility into the complex web of
information systems and mission planning. And
though organizations are acutely aware they need
to go much faster, and move much further, the way
ahead is not clear.

Mapping Cyber Risks to
Mission Impact Through
Analytics and Insight
Fortunately, it is possible to untangle the
complexity. Using advanced analytics and human
insight, defense organizations can significantly
improve the mapping and characterization of the
system-to-mission connection by factoring in threat
intelligence and other cybersecurity information.
This provides a new level of clarity that enables
cybersecurity teams to better align their activities
directly to mission objectives.
The first step calls for consolidating the vast
amounts of data that defense organizations already
collect about their mission planning and their
information systems. But other data is needed as
well. In making readiness assessments (and the
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related resource trade-offs), commanders need to
know not just whether a mission-critical cyber
system is vulnerable, but also how likely it is to be
attacked and how likely it is that the attack will be
successful. To address this need, organizations can
bring in threat intelligence data, which includes the
latest information on potential cyber attackers,
their methods, goals, resources and targets.
Those three realms of data — information systems,
mission planning and threat intelligence — can be
tagged with a common taxonomy, or vocabulary.
The tagging process helps eliminate one of the
persistent obstacles of bringing together data from
the three realms. While information system data is
typically structured — in order to conform with
established standards — mission and threat
intelligence data is often semi-structured or
unstructured. With conventional approaches,
integrating those different types of data is so
labor-intensive that it’s not practical to integrate
large amounts of data. But new data science
approaches, including the tagging and data lake
architecture, make it possible to rapidly and
smoothly bring together all types of data.
By deliberately integrating the different data fields
and other elements of these three realms, a single
“ecosystem” of data emerges. The tagged data of
the ecosystem is ingested into a data lake or similar
repository, where it can be viewed and analyzed, all
at once.
PEOPLE AND MACHINES WORKING
TOGETHER
Human insight is critical to this tagging process.
Teams of people — including data scientists and
experts in information systems, mission planning
and threat intelligence — work together to
establish the common taxonomy. They also
develop a weighting system that determines how
important the various elements are to one another.
Not every system or device is equally critical to
every mission task; not every vulnerability is equally
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likely to be exploited. By tagging data with that
information as it is ingested into the data lake, the
data scientists and domain experts help build
context into the mapping process.
There are significant differences between this
approach and the manual mapping process. While
the manual process covers only limited portions of
the data, the tagging process brings all data
together, to create the full picture. In addition,
while the information from the “expert judgement”
interview is collected in inconsistent ways —
making it difficult to consolidate and analyze — the
common taxonomy enables a consistent view.
Once the taxonomy and weighting systems have
been developed, automated processes can take
over, rapidly tagging any number of data sets and
ingesting them into the data lake. This is far faster
than the manual approach, which relies on filling
out spreadsheets. Finally, while the manual process
yields only a static snapshot in time, the tagging
enables continuous updating — providing
commanders with real-time situational awareness.
When bringing together system, mission and threat
intelligence data, context is everything.
Commanders don’t just need data — they need to
understand what the data means. And that
requires the human element.
Ideally, a defense organization’s systems, mission
and cyber teams will closely collaborate with one
another to help data scientists design the
taxonomy and weighting. However, at most
organizations those teams tend to stay in their own
corners and may not have a full understanding of
data science. To bridge those gaps, organizations
can employ multi-domain experts who understand
systems, mission and cybersecurity — and how
they can come together through data science.
These experts work with the various teams, tapping
their knowledge and expertise. Over time, the
teams learn from each other, and find new ways to
collaborate.

THE POWER OF PREDICTIVE ANALYTICS
Once the comprehensive mapping is in place,
domain experts have a new ability to “turn the
dials” with predictive analytics to see what might
happen if something changes. For example, if a
cyberattack knocks out a particular device or
sub-system, how does that affect the larger information system? And how does that affect mission
tasks and overall mission execution? With
predictive analytics, domain experts can also start
at the end and work backwards. They can ask, for
example, “If we want to ensure a unit’s combat
readiness, what specific combination of information systems must operate unimpaired?”
The advanced analytics tend to be highly userfriendly — people without specialized computer
expertise can turn the dials and ask these kinds of
questions. That means domain experts, on their
own, can gain immediate insight into how their
activities align with mission execution. The
analytics are also directly accessible to

commanders and their staff, who can ask “what if”
questions to help make resource prioritization
decisions. With the analytic-based mission
mapping capability in-hand, cyber risk
management and cybersecurity operations teams
can now more closely align their activities with
mission planning. They have a comprehensive view
of the ecosystem — they can clearly see how the
information systems support the mission tasks,
and they can see the vulnerabilities of those
systems. With that insight, they can develop and
implement the cybersecurity activities needed to
protect those systems and ensure mission
readiness.
Because the mapping provides the risk managers
and cybersecurity operations with a shared view
and common goals, it paves the way for them to
break down the silos that isolate their tools and
data. With open data platforms and other architectures — along with standardized interfaces —
organizations can integrate their full range of risk
management and cybersecurity operations tools.

WHEN PEOPLE HAVE A CLEAR VIEW OF CYBERSECURIT Y AND
MISSION RISK — AND THE TOOLS TO MITIGATE IT —
THE Y ’RE MORE LIKELY TO GO BE YOND MERE COMPLIANCE.
WHEN PEOPLE ARE EMPOWERED, MINDSETS CHANGE.
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BEYOND TECHNOLOGY
While the analytic-based mission mapping is rooted
in advanced technology, it will only take hold if that
technology is embraced and leveraged by the
organization as a whole. This means that policy
and governance, training and change management
must all be part of the equation.
For example, new policies will be needed as
organizations move from proprietary to
standardized, government-owned interfaces for the
tools and architectures. One advantage of this form
of mission mapping is that it makes a stronger
case for organizations to adopt such policies.
When risk managers and cybersecurity operations
teams share a common picture, they see the clear
benefit of sharing their tools and data. Instead of
considering themselves on separate “sides,” they
recognize the benefit of working more closely
together. There is now an incentive for them to
support policies that will help integrate their tools
and data.
At most organizations, training will also be
essential. It will no longer be enough to only have
knowledge of systems, or of mission, or of cybersecurity. Growing numbers of experts will be needed
with expertise across disciplines to offer context
and insight. Fortunately, the process itself helps
people gain the experience and expertise to do
that. Sustained use of the analytics essentially
provides a mechanism, or platform, for experts in
the different domains to develop a common set of
skills.
With the analytic-based mission mapping,
cybersecurity moves away from static compliance
activities, and toward a more risk-based approach
to readiness. This requires a change in mindset, in
parallel with a change in technology. But when
people have a clear view of cybersecurity and
mission risk — and the tools to mitigate it —
they’re more likely to go beyond mere compliance.
When people are empowered, mindsets change.
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Readiness at the Speed of
Cyber
Together, these elements — the mission mapping,
the breaking down of tool and data silos, the policy,
training and change management — all lay the
foundation for taking the next step. Once
everything is in alignment, defense organizations
can move toward cyber readiness at “machine
speed.” When this happens, cyber risk
management and cybersecurity operations teams
engage in a more comprehensive and holistic plan
to identify, protect, detect, respond and recover
multiple systems at the lightning-fast pace of cyber.
And commanders, as they make mission planning
decisions, are armed with real-time situational
awareness and insights to make better readiness
assessment and operational decisions.
Just as important, this holistic approach is also
cost-effective — largely because much of the
manual work at all levels is taken over by
automation. This is not intended to replace the
experts in systems, mission or cyber, but rather to
free them up to perform critical higher-level
activities, such as building in context, and interpreting analytic results. It becomes cost-effective
when machines do what they do best (analytics) so
people can do what they do best (analysis).
With this initial approach in place, defense
organizations become equipped for the next level
of achievement as cyber readiness — in support of
mission execution — accelerates to full speed.
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About Booz Allen
For more than 100 years, business,
government, and military leaders have
turned to Booz Allen Hamilton to solve
their most complex problems. They
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